CLEAN ENERGY

b I._" P — F

SILICONVALLEY

CLEAN ENERGY



Item 3
PRESENTATION

What is Cybersecurity, Why is it important?

Cybersecurity is the collection of tools, policies, security concepts, security safeguards, guidelines,
risk management approaches, training, best practices, and technologies that can be used to protect

the cyber environment and organization and user’s assets.
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2019 SVCE Year in Review

* Increased IT Security Budget in FY 2019-20

» Completed 2nd annual IT assessment/audit

* Completed 15t AMI Audit (every 3 years)

 Completed RFl on Cybersecurity

* Upgraded Firewall to take advantage of nextgen technology
* Created new Cyber and Data Security Policies

» Strengthened Phishing testing/training program

» Started Staff cyber training initiative

* Host Monthly meeting with 8 CCA IT representatives

* Implemented New Tools:
e RMM - Remote Monitoring and Management
e MDR — Managed Detection & Response
e CVI- Continuous Vulnerability Management
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RFI and Audit Recommendations

v’ Security awareness program
v Vulnerability management program

v’ Patch management for Microsoft and 3™ party software should occur weekly at a minimum

v On-going vulnerability testing and remediation should be part of overall IT management RO FeTic i

in any way

v FY 2019-20 budget to include increased funding for IT security
U Cloud-based data silos (Office 365, Box, etc.) should be reviewed to ensure appropriate security and audit logging are enabled
O Strengthen vendor agreements

O Vendor management policies should be improved to include appropriate documentation (SOC-2, independent security
assessment) provided to SVCE.

O Audit current vendor contracts with a focus on data security and data handling
O Information security risk assessment
U Incident response plan development

O Security policy and procedure development

0 Consolidate amount of current policies B
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New Tools -RMM - Remote Monitoring and Management ™™

Device Health

Scans every system and server on network every week
and patches/updates Windows and 3 party software.

* Automated Patch Management - Patch Windows |

devices and common applications
* Real-Time Endpoint Management - Kee .
customer endpoints running as efficientﬁl as o- |
possible S
* Integrated Network Management - Monitor v
Windows, Macs, SNMP and cloud resources ©
* Remote Management - provides a wide variety of =
built-in remote management capabilities. - w s
o
Damage related to cybercrime ; :) ) "

is projected to hit




New Tools - MDR — Managed Detection & Response
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Provides Full Cycle threat detection, investigation, response and recovery by using advanced
analytics and integrated threat intelligence to identify malicious activity.

Workstations

Servers

Protects SVCE Data - Trained analysts monitor SVCE network for issues, reducing the impact of a potential breach

Protects SVCE Privacy -Packet capture remains behind our firewall, with only metadata sent—fully encrypted—to
the Critical Insight Data Center, keeping PHI/PIl on-premises.

Investigations and IAPs - Alerts and incidents go through full, expert investigations. When action is required, we
provide clear & complete Incident Action Plans with post-incident monitoring & recovery assistance.

Critical insight into our systems, networks and traffic.

24/7/365 live monitoring — intrusions are found within two hours.
Reduced time to threat detection, eradication and recovery
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Data Ingested: Full packet capture

- Machine: Advanced analytics, second level Q y -
Medical Devices Netflow (packet metadata), Arbitrary correlation, enhanced data visualization & O l [ ﬂ | N \/.,&% ! L FY

server logs, Security technology alerts, advanced threat intelligence

Network infrastructure logs
Human: Analyst event review, full

Transmits metadata and alerts sent to investigation, Incident Action Plans &

the Security Operations Center response planning
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New Tools -CVI — Continuous Vulnerability Management

Scans network identifying emerging vulnerabilities, open ports, software/service versions and missing patches.
The vulnerabilities are then prioritized and provided in a report to me to remediate.

* Remediate in real time rather than waiting for IT audit.
* Provides additional data and context to MDR team so they can more efficiently identify and respond to cyber-attacks.

* Scan Results provide additional data and context to the security analysts to help them more efficiently identify and respond to cyber-
attacks.
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Microsoft Office formats
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New Tools — Security Awareness and Phishing Training

Provides education, training and testing platform to improve staff’s awareness and knowledge of
cybersecurity.

Foundational training and testing

Phishing Training and Phishing testing

Allows for benchmarking and identifying company’s risk score.

Reporting and Matrixes provide important information to identify where staff weaknesses are.

Helps build perfect training campaign based on user’s weaknesses.
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Data Security

Secured AMI Audit Team to review all proposed Data Projects (Programs)
early in the process so the engagements can be built with data security
protections.

Cleaned up internal file storage with focus on isolating sensitive data. Locked
down access to sensitive data.

Added requirement that Consultants must have Cybersecurity Insurance when
working with SVCE sensitive data.

Revising (with legal team) Consultant Agreement to include stronger data
security requirements.

Created new data security policies. Including new AMI Audit Policy.
Trained staff on data security.
Started monthly staff cybersecurity trainings.
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RFP’S and Upcoming Plans

Focused Security Assessment
* Intended to provide a point-in-time snapshot of the SVCE’s security

posture, coupled with a set of prioritized recommendations for ‘
Increasing the security throughout the organization. el Gl i

* The assessment methodology is based on standards of practice *: pd
drawn from multiple sources that include the National Institute of [ china FRRCENT
Standards and Technology (NIST) Cyber Security Framework, and 11
possibly the Payment Card Industry Data Security Standard (PCl), PERCENT
and the Health Insurance Portability and Accountability Act (HIPAA). 6

* The Focused Security Assessment will focus on SVCE’s Enterprise | - PERCENT

environment and the security management practices supporting
that environment.
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RFP’S and Upcoming Plans
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IR Plan Development and Table-Top Exercise

Review of current Incident Management practices, processes and documentation
currently in use at SVCE.

Conducting a Gap Analysis of these incident management practices against Standards
of Good Practice and compliance with regulations.

Based on the Gap Analysis, development of programmatic components not already in
place and harmonization of existing incident management structures, plans, and
guidance documents with the overall Incident Management program objectives.

Document a formal incident response testing program for periodic evaluation of the
effectiveness and applicability of the program.

Deliver a report that describes the findings and recommendations for increasing the
effectiveness of the IR process and plans, recommendations for future TTEs an
recommended approach to scenario management for future TTEs.

of costs

Conduct the first TTE according to one of the following IR frameworks (NIST or
HITRUST).
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RFP’S and Upcoming Plans

Focused Security Assessment

* Intended to provide a point-in-time snapshot of the SVCE’s security
posture, coupled with a set of prioritized recommendations for
increasing the security throughout the organization.

* The Focused Security Assessment will focus on SVCE’s Enterprise Ransomware
environment and the security management practices supporting that
environment, -
* The assessment methodology is based on standards of practice drawn
from multiple sources that include the National Institute of Standards
and Technology (NIST) Cyber Security Framework, and possibly the

Payment Card Industry Data Security Standard (PCl), and the Health S20 Billion
Insurance Portability and Accountability Act (HIPAA).
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RFP’S and Upcoming Plans

Annual IT Audit/Assessment

* Secure a hew vendor to perform SVCE’s 3" Annual IT
Audit/Assessment.

46% of Websites

=

Have high-severity cybersecurity

68% of Businesses
Ky

Don’t have Cyber Insurance

vulnerabilities

coverage
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Review and Upcoming Plans

* 0 data breaches life to date
* Continue to improve our tools as we fight the daily battle.
* Next meeting — Review Risk Assessment, IT Audit and IRP progress.

146 Billion Records

(o)
80%
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Of Americans have been Will be exposed in the next 5 years

exposed to fraud
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